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1 Introducing OX Guard

1.1 What is Open-Xchange Guard?

OX Guard is a security solution that provides protection for email and files. Available
as an on premise solution or integrated with OX as a Service, it allows users to send
and read encrypted messages easily. It also lets users store and share encrypted
files, all with no additional setup or knowledge. It works seamlessly for OX App Suite
users, and also supports non-OX App Suite usage scenarios. OX Guard offers a
simple way to increase security by limiting the opportunity for unauthorized access
while data is en route or in storage.

1.2 OX Guard from within the Open-Xchange environment

OX Guard delivers user-friendly security and complete transparency — for hosting
partners and end-customers alike. Users who have subscribed to the OX Guard
service simply create an email within the familiar OX App Suite environment. They
can then select from one of two options ‘Send’ or ‘Send Secure.” One click on the
‘Send Secure’ button and the message is encrypted with a unique key and sent to
the recipient. At the other end the message is automatically decrypted and displayed
as normal.

1.3 OX Guard from outside the OX environment

So what happens if the recipient uses a different email service? No worries, they can
still view encrypted messages sent to them from within the Open-Xchange
environment. Instead of receiving the usual text-based email, they are sent a special
notification email that contains a URL to the secure message. By following the link
and entering the system-generated password that was sent to the external recipient
in a separate email, the recipient gains access to the encrypted content.

Further more they can use this interface to securely reply to the message, even if
their own email environment does not offer this security capability. This web
application also provides an excellent opportunity for marketing and advertising to
potential customers.
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1.4 Optional additional content security

In normal use, OX Guard completely manages all of the encryption/decryption keys
with no end-user intervention. However, for more sensitive content, the sender can
specify an additional pass-phrase. This pass-phrase must be given to each recipient
in advance and will be used to access the content. Content protected with this extra
pass-phrase is very secure and can never be accessed without it. Whichever method
is used, users can rest assure that their digital communications now have extra
protection.

1.5 Protecting your documents

OX Guard is not only a simple, efficient way to boost the security of email messages,
but it also protects documents that are sent as attachments or stored and shared in
OX Drive. Encrypting data during transmission and storage makes it much harder to
intercept and exploit this data. This means that confidential information is now safer
from prying eyes than with conventional email systems.
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2 Key Features of OX Guard for Mail

2.1 Ease of Use

After logging into the OX App Suite
web-based user interface, the user Y - T
will notice no significant difference of | oo

Please review this again 11!

to OX App Suite without OX Guard. v ong ] o smeom -

The environment is comfortably ot
. . . S o File: Superbike Brochure.docx Direct link: (523

familiar with no radical changes. v

This means there is no wea

complicated learning curve for the e

user. The only minor change is that wow o

the user now sees a lock icon on e e —

@ Bush, Anna accepted the invitation: T

some mails.

= Inbox (27) L2
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2.2 Read a mail in OX App Suite

Mike Ganson

New locked emails

After the password has been
entered and confirmed, the
user can then see all locked
and encrypted emails as if they
were normal emails.
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v 10 minutes
20 minutes
30 minutes
1 hour
2 hours
Session

system@JumbleMeP

@ Mike Ganson
New locked emais

MailEnable Administrator
New E-Mail Account Notifcation

Inbox (4

If a user wants to read an
encrypted OX Guard email, the first
step is to authenticate the user.

Together with authentication, and
to make things easier, the user can
set a session timeout (how long
they are authenticated for). To do
this the user simply clicks on a
locked mail, enters their
authentication password and sets
the session timeout.

Reply ReplyAl Delete Markunread More ...~

& Mike Ganson

New locked emails

> Ganson, Mike

Mike,

Just thought | would send you this to try out the new locking feature on OX App Suite.
What do you think?

Mike.




2.3 Write a mail in OX App Suite

With OX Guard inside OX App
Suite a user has access to one-
click protection when
composing a new mail.

” - | The email creation process is
T exactly the same as OX App
ps Suite without OX Guard.

The only difference is that
before sending the email, the
user can to press the “Lock”

icon on the send dialog. This
transforms the "Send" button
into a "Send Secure" button.

Now when the user presses the "Send Secure" button they will send the email
encrypted. All this without any additional settings, work or fuss. The user now has the
capability to decide if they want to send an encrypted or plain email with the click of a
single button.
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2.31 Further Security Options

Apart from sending encrypted
emails OX Guard offers a
number of additional security
options.

X Discard
®0n

Re: e New locked emals
Expires:

|3
"

== ewegaen - FortFamy - Fomsze - A< ®e

 seen a security solution that was buit for me! L. o simple even | can not

With OX Guard a user can set
an expiration, or revocation,
period on a secured email.
This feature  automatically
makes an email unreadable
after a set period of time: 24,

48, 72 hours or 1 to 2 weeks.

Mike,

24 hours
/" 48 hours
72 hours
1 week

2 weeks

On 2/27/2014 11:11:10 AM Mike Ganson sent:
Mice,
1 just had a look and | really like i

What s the killer feature is how simple itis.

Reply

Mike Ganson Re: Re: New locked emals

Do 2200 oos CIMCITRETEE In addition the user can set an
extra password that will be
required to read the email.
Before sending the email the
user enters the additional

Extra Password

password.

This password will be required to
actually read the email in addition to
decrypting it. With this option on, no
one else can access the email even if
they have access to your mailbox.

Mike Ganson

Re: Re: New locked emails

Extra Password

The email is completely private even
if accessed, intercepted or even from
the system administrator.

The sender added an extra password encryption.

Please enter it below
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24 Revocation

Status
Move

There are occasions when it
is necessary to remove the
right for a recipient to be able - X
to read an email that was sent

to them. This is called o g
revocation and is a capability s

Copy
View source
Print

Move
Re: New locked ema  copy

Mie, Reminder

of OX Guard. Email Status
If a user goes to their sent mike.ganson@encr.us = e -

items folder they can see the
status of any email that was
sent securely. Apart from
seeing if each recipient has read the email there is also the option to revoke that
email from a recipient user. Once revoked that user can no longer open that email.

C ] Sant shjects Vi

lock.comjappsuite/

2.5 Sending Emails to External Accounts

Sometimes it is necessary to send
p— secured emails to recipients that are
i M B O T not using OX App Suite, recipients
B 77771 that might be using other email
services. This is no problem for OX

App Suite using OX Guard.

i
m
]
il

Recipient Options

Simply by creating an email

e - containing an external or
s [ unrecognized email address the
= system automatically, and in the

background, creates a guest account
for those users.

When the sender presses the "Send Secure" button they are now asked if they want
to add a personalized message that will be sent to the external recipient. This
message helps the recipient know that this is a genuine email and not a phishing
email. Once entered the email is encrypted and sent.
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If this is the first encrypted email the
recipient has ever received from the
sender then they will begin a two part
process.

First the external user receives an email
containing their guest account
information and security details.

Categories v +ve

Deleted 26
2003
2004
2005

2006

the i
READ MESSAGE

2007 1
2008 130
2013

Debbie Read
ebay Stuff 14
Hope

aaaaa

On successful authentication, and if this
is the first time into the user accounts,
the user will be prompted to change the
password.

After that, the user can read the secured
email. The editor provided on the page
also lets the user securely reply to the
email using the OX Guard system.
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@ Outlook | v

(DNew Reply v Delete Archive Junk|v Sweepv Movetow Categoriesw ==

Deleted 26
2003
2004

2005
2006

2007 1

2008 130
2013

Debbie Read
ebay Stuff 14

Next, and from now on, if the external
user receives an encrypted email from
OX App Suite the email they receive will
contain the personalized message, if
entered, and a link to the OX Guard
reader.

They will have to use the password
supplied in the first email to enter the
reader.

27 February 2014 11:25:02 CET
Mike Ganson <mike.ganson@encrus>

A new product you might like

“mgmutiey" <mor

Mike,
Twas just shown thi
Just wondering what
Any feedback

Mike,

11 -



3 Key Features of OX Guard for Drive

OX Guard can protect files stored in OX Drive and offers a similar user experience to
OX Guard for email.

3.1 Encryption of Files

To encrypt a file simply select the file to
protect, click the more menu item and
” press “Encrypt’.

Encrypt

Share this file
Send by mail

Send as internal link

Show internal link
Add to portal
Rename
Edit description

Jupload new fle

Lock

Open Download Delete Mowe Copy More

? ? ?‘ OX Drive-Gold.pdf

Savedin My fies / Documents

Account-

Gold Enter Encryption Password
Update.4.2.0d ‘ encrypted version
Remember Password nistory (1)
cancel | ([IEZHR

If you do not have an open session running then
you will be asked to enter your password and you
are done.

After the file is encrypted, it is only possible to
access it with the password.

3.2 Sending Files securely

OX Guard brings both file and email security
together. From OX Drive a user has the ability to
send files securely with a single click.

All the user has to do is select a secure file and
press “Send by mail’. A new secure email is
created, the file is attached and the user can then send everything securely.
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4 User Settings for OX Guard

4.1 Initial Setup

The first step to using the OX Guard R—
security features is to setup the . Guar Sty Settings
internal OX Guard environment. B

In the OX App Suite user settings = -
the user should go to the OX Guard
settings section called “Guard — |weee -
Security Settings”.

Immediately on selection the user is
presented with a popup asking for a
password to protect users new encrypted items.

mmmmmmmmmm

This setting popup only appears on first use of OX Guard. The user is also asked to
provide a secondary email address. This secondary email address will be used to
send system generated recovery emails containing temporary passwords in case the
user has forgotten their password and needs to reset it.
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4.2 General Setting Page for further Administration

421 Password

It is possible to change the initial password from the ‘Guard Security Settings’ of the
OX App Suite user settings. To change the OX Guard security password it is
necessary to enter the current password and to enter and verify the new one.

4.2.2 Reset Guard Security Password

To reset the OX Guard security password users can send a temporary OX Guard
security password to the secondary email address.

423 Secondary Email

It is also possible to change the secondary email address that is used for resending a
temporary password. This is also done from the OX App Suite user settings page. To
add a secondary email address it is important to enter the current OX Guard security
password.

Portal  Mail  Address Book Calendar Tasks Drive Text Spreadsheet Messenger & m Q Q Dx'

Basic settings Enter current Guard security password:

Enter new Guard security password:
Portal

Verify new Guard security password:
Malil

Vacation Notice Change Guard security password
Auto Forward
Mail Filter Rules Reset Guard security password

Guard Security Settings Send a temporary Guard security password to my secondary Email address.

Mail and Social Accounts “
! ! . Reset Guard security password
Address Book
Calendar i
Secondary Email

Tasks

Change Email used for password reset.
Drive

Current email: ~ None
Messenger

Enter current Guard security password:
Publications and Subscriptions

Enter new secondary email:
Error log

Downloads Change email

@ Advanced Settings
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