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1 General Information

This release adds an implementation of an black-/whitelist handler, which stores the entries into a
LDAP server.

In addition the two packages open-xchange-oxaas-mail-notify-ws and open-xchange-oxaas-mail-
unread-ws were moved from a custom repository to the Cloud Plugins.

Internal release information: https://jira.open-xchange.com/projects/CP/versions/11820

2 Shipped Product and Version

Open-Xchange Cloud Plugins 1.4.1-rev3

Find more information about product versions and releases at http://oxpedia.org/wiki/index.
php?title=AppSuite:Versioning_and_Numbering and http://documentation.open-xchange.com/.

3 Vulnerabilities fixed with this Release

This section provides a summary of security related bug fixes that have been applied subsequently

to shipping Release 1.4.0-rev4. Solutions for vulnerabilities have been provided for the existing
code-base via Patch Releases.

53370 CVE-2017-8777

CVSS 4.4 (CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:U/C:H/I:N/A:N)

53405 CVE-2017-8777

CVSS 4.4 (CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:U/C:H/I:N/A:N)

4 Bugs fixed with this Release

This section provides a summary of bug fixes and changes that have been applied subsequently to

shipping Release 1.4.0-rev4. Some of the announced bug fixes may have already been fixed at the
existing code-base via Patch Releases.

53358 changeuser breaks db consistency when catchall addresses had been configured
catch-all addresses must be handled in the cloud admin plugin and stored in Idap, but they were
also stored in the ox database.

5 Changes relevant for Operators

5.1 Changes of Behaviour

Change #CP-29 Add package open-xchange-oxaas-mail-notify-ws
Change #CP-30 Add package open-xchange-oxaas-mail-unread-ws

Change #CP-31 Introduce Rest interface for Blacklist Whitelist
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Change #CP-32 Add Blacklist/Whitelist LDAP connector

Change #CP-42 Schema change for Blacklist/Whitelist LDAP connector

6 Tests

Open-Xchange has successfully verified all bug fixes that could be reproduced within a lab environ-
ment.

To avoid side effects, the shipped packages have gone through automated regression test on both,
a Continuous Integration System and a dedicated server set-up for system and integration testing.
All changes have been checked for potential side-effects and effect on behaviour. Unless explicitly
stated within this document, we do not expect any side-effects.

7 Fixed Bugs

53358, 53370, 53405,
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